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CyberSec partners with organisations to deliver:

• A Business-enabling, enterprise-wide information security competency based on…

• Controls that are “baked-into” every service offering, enabling the business to…

• Reduce organisational exposure to security threats and vulnerabilities and ensure…

• Compliance with applicable Legal and Regulatory requirements as well as…

• International best practice security standards, aimed at producing…

• Effective, independently validated controls delivered through…

• Fit-for-purpose and cost effective security initiatives, that promote…

• Business ownership and stakeholder buy-in, creating confidence in…

• The ability to effectively respond to security incidents, ultimately leading to…

• Exceptional customer trust, and…

• Improved overall IT Governance.



Cyber Security 
Technical
Services

Note: This is not an exhaustive list. Contact us 
to find out about our other service offerings
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• Penetration Testing
• Vulnerability Assessments
• Web-Application Assessments
• Managed Vulnerability Scanning Services
• Firewall Security Reviews
• Database Security Reviews
• Network Security Assessments
• Social Engineering Assessments
• Patch & Vulnerability Management
• Cyber Incident Response / Investigations



Cyber Security 
Business
Services

Note: This is not an exhaustive list. Contact us 
to find out about our other service offerings
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• Virtual CISO / CSO Services
• Cyber Security Governance, Risk & Compliance
• Information Privacy Audits (Incl. POPIA & GDPR)
• Regulatory & Compliance Readiness
• Cyber Maturity Assessments
• Cyber Crisis Planning & Readiness
• Cyber Security Board / EXCO Simulations
• Risk Advisory / Management Consulting
• Strategy & Programme Management
• Cyber Security Training & Awareness
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Perhaps you're looking for something a bit more long-term, 
maybe consider our cyber security retainer services

CyberSec can provide short, medium & long terms retainers to companies looking for ad-hoc or fixed-term expertise.

CyberSec retainer services ensure that your business has the right skills, at the right time! This business enabling 
service demonstrates our commitment to assisting your organisation achieve its cyber security objectives – working 
alongside the broader business to assist with ANY and ALL cyber security requirements.

As part of the retainer service, we would be in a unique position to not only highlight any potential weaknesses but also 
to assist the business with its remediation efforts. Most importantly, we would be in a position to actualise risk 
reduction and facilitate engagements with management, auditors and the technical team.

Through a combination of deep technical expertise, business acumen and clear board-level reporting, CyberSec will 
ensure your business is well equipped to identify, detect, protect, respond and recover from cyber related incidents.



Governance, Risk 
& Compliance

ISO, NIST, CIS, PCI-DSS, ISF, CSA

Need help with your controls?
• CyberSec follows a Risk-Based Approach

• Aligned with leading audit frameworks:
• Test of Design (ToD)
• Test of Implementation (ToI)
• Test of Effectiveness (ToE)

• Our Cybersecurity Maturity Assessment (CMA) can help 
to benchmark your organisation against:
• Industry / Sector Peers
• Best Practices
• Leading Standards

Let CyberSec help you translate cybersecurity risk into 
business risk. We can assit with accurately quatifying the 
inherent and resisual cybersecurity related risk whilst 
encompassing the risk likelihood and impact.
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POPIA
Protection of Personal Information Act 4 of 2013

Are you ready for POPIA?
• Commencement Date: 1 July 2020

• Effective Date: 1 July 2021

CyberSec has assisted many organisations with their POPIA 
journey by conducting a POPI Readiness Assessment.

• Failure to adhere to these requirements can result in 
regulatory fines of up to R10 million, and prison terms of 
up to 10 years.

• Let CyberSec assist your organsiation with a 
methodology that is aligned with leading audit 
frameworks:
• Test of Design (ToD)
• Test of Implementation (ToI)
• Test of Effectiveness (ToE)
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Hyper-Text Transfer 
Protocol Strict Transport 

Security (HSTS)
Is HTTPS Enough? Consider 

Implementing HSTS
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Click Here to Read 

More on our Blog

https://cybersec.co.za/2020/is-https-enough-consider-implementing-hsts/


Domain-based Message 
Authentication, Reporting 
& Conformance (DMARC)

Stop Fraudulent Emails –
Implement DMARC
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Click Here to Read 

More on our Blog

https://cybersec.co.za/2020/dont-be-left-in-the-dark-implement-dmarc/


Contact Us
April HanssonNathan Desfontaines

+27 (0) 72 160 5768
Nathan@CyberSec.co.za

www.CyberSec.co.za


